
Application #2: Surveillance 

Zzz... 



Surveillance des feux de foret 



Surveillance de 
l’Environnement/Infrastructure 



What are the Security Issues? 
•  Network characteristics: 

– Large number of nodes (!= implants) 
– Low-cost nodes (!= implants) 
– Nodes easily accessible (!=implants) 

•  Security Issues 
–  Infrastructure security 
– Key distribution (without PK crypto.) 
– Secure data aggregation 
– Network service security 

• Routing, localization, clock sync.  
– Reliability/Robustness 

• Probabilistic security: network should still be 
operational even if some nodes are compromized… 
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Secure In-Network Aggregation 
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In-Network Aggregation 
•  Need to minimize packet overhead 

–  Radio is very power-intensive: 
1 bit transmitted ≈ 1000 CPU ops 

•  Aggregation: packets are processed inside the WSN 
•  Ex. Without aggregation 
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f (67°, …, 68°) 
where f (x1, …, xn)     
= (x1 + … + xn) / n 
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In-Network Aggregation (2) 
•  Ex. With Aggregation 

base 
station 

Computing the average 
temperature 
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f (67°, …, 68°) 

where f (x1, …, xn)     
= (x1 + … + xn) / n 
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Securing In-Network Aggregation 
An Hop-by-Hop Approach 

•  Each node encrypts + authenticates its data with a key it share 
with the local aggregator 

•  The aggregator decrypts the data + verifies authentication + 
computes average + encrypts average (pretty costly!)… 

base 
station 

E(67) E(64) 

E(69) 
E(71) 

E(68) 

E(f (67°, …, 68°)) 

where f (x1, …, xn)     
= (x1 + … + xn) / n 

Aggregator 
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Securing In-network Aggregation (3) 

• Costly… and it 
assumes that 
the aggregator is 
trusted! 

• A corrupted 
aggregator has 
access to all data ! 
– Good targets for 

attacker! 

E(67) E(64) 

E(69) 
E(71) 

E(68) 

Aggregator 
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Securing In-Network Aggregation 
An End-to-End Approach 

•  Each node encrypts its data with a key it shares with the base 
station (not the aggregator!!!). 
–  Key management is easier + Security is improved 

•  Aggregator manipulates encrypted data i.e. does not have access 
to plaintext data! 

base 
station 

E(67) E(64) 

E(69) 
E(71) 

E(68) 

f (E(67), …, E(68)) 

where f (x1, …, xn)     
= (x1 + … + xn) / n 
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•  We need an additively homomorphic encryption scheme 
1. S=Enc(k1,m1)+Enc(k2,m2) =Enc(f(k1,k2),m1+m2) 
2. Dec(f(k1,k2),S)=m1+m2 

E(k1,67) E(k2,68) 

k1 

k2 

CS=E(k1,67)+E(k2,68) 

Dec(f(k1,k2),CS)=m1+m2! 

Securing In-Network Aggregation 
An End-to-End Approach (2) 
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Review of Our scheme 
[Mobiquituous05,Esorics07,MASS07] 

•  Cryptosystem 
–  C=Enc(m) = ki + m (mod max) 
–  Dec(c)      =  c –  ki (mod max) 
–  Addition: CS=enc(m1)+enc(m2)=k1+m1+k2+m2 (mod 

max) 
–  Decryption of Addition: 
  Dec(k1,k2, CS)=C-(k1+k2) (mod max) = m1+m2 

•  Properties 
–  Very CPU efficient (well adapted to WSN) 
–  Provably secure 
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Key Distribution in Sensor Networks 



Protocoles d’échange de clefs 
•  Les nœuds ont souvent besoin d’échanger 

des clefs. 
•  Algo. a clef publique (DH) trop coûteux 

en CPU, mémoire et énergie! 
•  Solutions qui n’utilisent pas de crypto a  

clef publique sont souvent préférable. 
•  Mais comment échanger un secret sans 

crypto.? 
– Utiliser les caracteristiques physiques 

(SHU) 
– Approche probabiliste 
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Data integrity, authentication 
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Using PK crypto in distributed networks is: 
-  simple  
-  effective 

-  enables broadcast authentication 
-  distribution of new keys and insertion  
  of new nodes is straightforward 

-  expensive 
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PK crypto on sensor-networking platforms 
•  Diffie-Hellman with 1,024-bit keys (Mica2) 

–  54.1144 sec for key generation 
–  1,250 B of SRAM 
–  11,350 B of ROM 
–  1.185 Joules (3.9897 х 108 cycles) 

•  ECC with 163-bit keys (Mica2) by BBN (D. Malan) 
–  34.390 sec for key generation 
–  1,140 B of SRAM 
–  34,342 B of ROM 
–  0.82149 J (2.5289 x 108 cycles) 

•  More ECC 
–  TinyECC takes 12 to 16 seconds to verify a signature on MicaZ 
–  Sizzle from Sun, several seconds on Atmel chip  

•  Symmetric-key computations: SKIPJACK blockcipher with 80-bit keys on Mica2 
–  2,190 µsec for encrypt() 
–  3,049 µsec for computeMac() 



Symmetric-key and PK crypto in WSN 
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•  Use PK for all operations 
+ simple key distribution 
+ simple broadcast authentication 
–  sensors need to be able to perform PK crypto 

•  PK for key establishment (DH) and SK for the rest 
+ simple key distribution 
–  no efficient broadcast authentication 
–  sensors need to be able to perform SK and PK 

crypto 
•  Use SK for all operations 

–  key distribution becomes an issue 
–  no efficient broadcast authentication 
+ sensors need to be able to perform only SK crypto 
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Some Possible Solutions… 
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1 key for all network nodes 
+ low storage (1key)  
+ efficient broadcast authentication 
-  no resilience to compromise 
-  easy to add new nodes 

Each node pair has a different key 
- high storage (n keys) 
- inefficient broadcast authentication 
+ resilience to node compromise 
- expensive to add new nodes 

Some node pairs end-up with the same keys 
- lower storage (sqrt(n) keys) 
- inefficient broadcast authentication 
+ some resilience to node compromise 
+ easy to add new nodes 

m, MACK(m) m, MACK1(m), ..., MACKN(m) 

key pool 

K1 
K2 

K3 
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(S)Key distribution in WSN 
Main idea:  

–  instead of preloading n  keys in each node, preload just 
a small subset of values (k<<n) that make sure that 
most nodes (probabilistic) or all nodes (deterministic) 
establish keys  

Placed between two extremes:  
–  single master key (1) 
–  distinct pair-wise keys for all node pairs (n2) 
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[EG] Scheme 
Basic probabilistic key pre-distribution 
•  Eschenauer and Gligor (EG), CCS 2002 

k keys in the pool ;         sqrt(k) stored per node 
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[EG] Scheme 
•  Key setup prior to deployment:  

keys are generated and loaded into memory (the whole pool is known 
only to the authority) 

•  Shared-key discovery after deployment:  
each sensor node broadcasts a key identifier list to one-hop 
neighborhood  (more than one pair may share the same key) 

•  Path-key establishment:  
if two sensor nodes still do not share a key 
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Random Key Predistribution 
Step 1: node configuration 

Global Key Pool (typical 
size is 100000) 
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Random Key Predistribution 
Step 2: key establishment (1) 

Global Key Pool (typical 
size is 100000) 
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Random Key Predistribution 
Step 2: key establishment (2) 

Global Key Pool (typical 
size is 100000) 
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Random Key Predistribution 
Step 2: key establishment (3) 

Global Key Pool (typical 
size is 100000) 
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[EG] Probability of sharing a key 



27 

Broadcast Authentication  
for Sensor Networks using SK 

primitives 
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Broadcast Authentication 
•  Delayed key disclosure: Cheung 97, Perrig, Canetti, 

Tygar, Song, RSA Cryptobytes 2002 [Tesla] 
•  [Integrity-coding]: Cagalj, Capkun, Srivastava, 

Hubaux, ... Proceedings of IEEE, IEEE S&P 

 

m 

m 

m 
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Authenticated Broadcast based on Delayed 
Key Disclosure [Cheung, Tesla] 

•  Uses purely symmetric primitives 

•  Asymmetry from delayed key disclosure 

•  Self-authenticating keys (one-way chains) 

•  Requires loose time synchronization 

•  First proposal by Cheung in 97 
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[TESLA] Quick Overview I 
•  Keys disclosed 2 time intervals after use 
•  Receiver knows authentic K3 

K4 K5 K6 K7 

t Time 4 Time 5 Time 6 Time 7 

K3 

P2 

K5 

P1 

•  Authentication of P1: MAC(K5, P1 ) 

F F 

Authenticate K5 

Verify MAC 

F 
K6 

F 
K5 
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[TESLA] Quick Overview II 
•  Robustness to packet loss 

K4 K5 K6 K7 

t Time 4 Time 5 Time 6 Time 7 
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[Tesla]: properties 

•  Low overhead  
–  Communication (1 MAC) 
–  Computation (~ 2 MAC computations) 

•  Robustness to packet loss 
•  Independent of number of receivers (broadcast) 
•  (loose) Time sync required (performance) 
•  Estimation of propagation delays required 

(performance) 
•  Performance issues if broadcasts are rare (due to 

timesync) 
•  Implemented 
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[Tesla]: summary 
•  K0 is distributed in an authenticated manner 
•  for each timeslot N, there is a key KN 
•  such that K0 = hN(KN) 

 

K0 

[TN-1]: m, MACKN(m) [TN]:  KN 

•  The message m and the MAC need to arrive  
(one time slot) before the key 

•  This implies (loose) time synchronization 

K0 

K0 
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[Tesla] Energy Cost for Sending a 
Message 

Security Computation 2% 

MAC transmission 
21% 

Data 
transmission 
77% 

•  Typical packet size: 28 bytes 
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Conclusion: Where Are We 
Going? 

Still many  research challenges in (large scale) sensor net 
security: 

•  Securing the communication infrastructure 
–  Key distribution without Public key crypto. 
–  Secure in-network processing 

•  Securing distributed services 
–  Routing, localization, time synchronization 

•  Reliability/Tolerating captured nodes 
–  Probabilistic security 



Differentially Private Smart 
Metering 

G. Acs and C. Castelluccia 
INRIA 

December 2010 



Smart Metering 

•  Electricity suppliers are deploying smart 
meters 
– Devices@home that report energy 

consumption periodically (every 10-20-30 
minutes). 

•  Should improve energy management (for 
suppliers and customers) …  

•  Part of the Smart Grid (Critical 
Insfrastructure) 



Privacy ? 



Privacy ? 



Privacy/Security 
•  Potential threats 

– Profiling 
•  Increase in the granular collection, use and 

disclosure of personal energy information; 
• Data linkage of personally identifiable 

information with energy use; 
• Creation of an entirely new “library” of 

personal information 
– Security 

•  Is someone at home? 
•  We want to prevent 

– Suppliers from profiling customers 
– Attackers from getting private information 



Which Privacy Model? 

•  There are different possible models (k-
anonymity, …). 

•  We are using the Differential Privacy model 
– New model defines by Dwork and co. 
– Only model that does not make any assumptions 

about the attacker model, i.e. 
•  How strong the attacker is… 
•  What kind of knowledge the attacker has… 

– Strong (too strong?) and provable model! 



The Differential Privacy Model 
•  The traces have to be sanitized such that the supplier is not 

able to retrieve individual values/measures… 
•  Informally, a sanitization algorithm A is differentially private if 

its output is insensitive to changes in any individual value 
•  Definition:A is E-differential private if given 2 traces I and I’ 

that differ only by one measure/sample, and any output x, the 
following holds: 

   Pr[A(i)=x] <= eE. Pr[A(I’)=x] 
•  First model that provides provable privacy! 
•  …and make no assumptions about the adversary! 
•  Very strong (too strong?) 

–  Probabilistic Differential Privacy variant might be another 
alternative. 



The Differential Privacy Model 

A 

I 
I’ 

                         X 
     Was the input I or I’??? 

Similar idea than indistinguishability in crypto…. 



The Differential Privacy Model 



Visualization: Differential 
Privacy 

•  If E = 1: 
•  If E = 0.5: 

E=1 

E=1 

E=0.
5 

E=0.
5 

P2 

P1 



Example of Sanitization Algo.  
•  It was shown that a simple solution is to add 

noise to each sample…such that: 
 x = A(s)= s + n (noise) 

•  It can be shown that if: 
1.    N   follows a Laplacian distribution Lap(d) 

2.   d  = s/E,   where s  is the sensitivity (i.e. the 
peak value i.e. maximum value a sample can 
take) 

•  Then     A(.) is E-private 



Laplacian Distribution 



An User Electricity Trace 



Laplacian Noise (E=1-dmax=1821) 



Noised Trace  



The Differential Privacy  
Limitations 

•  Noise has to be so large that collected 
data is useless  

–   amplitude n ~ amplitude s !! 
–   Utility is very low (error is large)! 



Error Function 
•  We use the following error ratio: 

                                                           . n 

– Since s~X, error ratio is large 
•  Get larger as E decreases, i.e. privacy improves… 

•  Challenge 
–  how to design A such that utility is still 

acceptable? 



Aggregating Data 
•  One solution is to aggregate data …and add 

noise to the aggregated data. 
•  Meters are grouped into clusters of n 

members 
•  Each group is configured with an aggregator 
•  Each meter sends measure to the aggregator 
•  Aggregator: 

1.  Adds all the samples coming from each meter 
2.  Adds Laplacian noise to the aggregated value 
3.  Sends results to supplier 



Our Approach: Distributed 
Aggregation (2) 

But individual samples are not noised 
enough… 
– The added Gamma noise is not large 

enough to guarante differential 
privacy 

– The supplier can possible retrieve 
sample value from noised samples! 



Our Approach: Distributed 
Aggregation (2) 

•  Step2: Encrypting noised samples 
– noised samples are encrypted using an 

additively homomorphic encryption 
scheme… 
• Such that supplier can only decrypt the 

sum of the noised samples 
• And retrieve the cleartext of the noised 

aggregated data! 
• But can’t retrieve the individual value… 
• See paper for details… 



Distributed Aggregation 

E(d4+gamma noise) 

Electricity Supplier 

E(d3+gamma noise) 

E(d2+gamma noise) 

E(d1+gamma noise) 



Distributed Aggregation 

E(d1+gamma noise)+ 
E(d2+gamma noise)+ 
E(d3+gamma noise)+ 
E(d4+gamma noise)= 

E(d1+d2+d3+d4 +  
   Laplacian noise) 

Electricity Supplier 



Summary  

•  @meter 
– Step1: added « small » Gamma noise 
– Step2: encrypt noised sample with 

homomorphic encryption scheme 
• CaTsMy scheme with relies on stream cipher 

•  @Supplier 
– Add n encrypted samples 
– Retrieve the noised aggregated data 

Details are omitted for simplicity…. 



Security Analysis 

•  supplier can deploy fake meters or 
compromized (k out of n) + reduce size of 
cluster… 

•  See report for proofs/details 



Conclusion & Future Work 
•  First practical scheme that provides formal privacy 

guarantees…without compromizing utility too 
much 

•  Our scheme uses Aggregation + noise 
•  Supplier gets aggregated value…which should be 

enough for its purposes 
•  Validation based on real datasets (from EU 

projects) and simulator. 
•  Implementation? 
•  Part of WP3- Task : Prevention of Traffic Analysis 


